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PennState Can LLMs Recover Program Semantics? A Systematic Evaluation with Symbolic Execution
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In thin woxrk, we vealigate whether LLML when fmetuned with symbele To evaluate the lmpact of KLLE artifacts on fisoduniog performances. we
actution priifacts, can effecihaly deotfuscats programs end reetom
onafhyTabkllty We comiruct a banchmark by apphing four widely studiad
transformation ecresa Giverss C progams frem TUM  Obluscation

To aralyze program paths and generata lralning dets. KLEE produces several kay arifacta mopare modeh ralned with KUEE vo without KLLE acroms threa kzy metriks
durmng symSdas suesution mmpdalion sLcnees gemantic accyrecy. aod overall cods qualty. The following
Benchmarks, the LIVM test safie and pigorithmi rapesicrias. We then SMT T"“’ &re conu ’L“' fien ’?:mﬁr-' "'I.'"-h’i program s symbalis execution patha, used gaphe and tables sommarizs the Mndngy

empae Uvee slateoftho-ant LIM3 under two tralning confifustons by sovers (ke £3) o check f pathe ore feasible

Basebne flnetuning on ebfuscated orginal code palre and enhancad MNre bguery: KLEES internal comsrramt format. Ilo a low-level representstion of symbclic

tuning with sddtionsl KLEE Our evalation examires syiarts comrcinses tonstrants before commnian o SMTLM format

(Compistion scoess) samentic fidel?y (behavicral equimalence under s Dwecution stathtics files pan3rated by RLEL They record metries ke (Astructions

Sfmtai e@eodlon) and cods gquality (readsdlty pnd struchwre) Masuls esculed path counts. and ime wage for performance analyshs

Mhow that GPT4 1-min achieves tha stroagesl decbfuscation crerall, ard kiest Tesl cose fies produced whwin KLEE Nnas concroln Mputs satishing the path

that incoporating  WLEE artifacts comistently Improves semami constraints. Each bies! comesponds 1o one program path and inpst set

presenalion ard compliption sUTCeds Boross Mmodels. Thess fing NES -

highlight docbfuscstion as a broader softwars engleeering concer
F finetgnin age, wa compare diffgrent s o0 undersiand madel capacity and
demcastrating hat combining LLMs wilh symbalic executicn can strangiivan or the finélaning siage, P wremt LLM 2 Fepmg

ral It i) o Mah ) B t ; h o . - -
putomated tosiing watic analpsls, ond program comprebension n tha scalabSty. The table boicw (Tabla 1) Bustrates the contaxt length for each mods! used
presance of obfuscation

“Madel 1 Mode] 1D | Context Length

. GPT GPT41-mini-2625-0414 | 104757
| Data Collection and Processing Tl |l lagals

Data Colisction Codestral | Codestral-laten 154 000
We comilructed oor dataset from threa complementary sources o capturs
programs ef varying sze and compieaity. The firel source =33 (he TUM
repoalory, wheh provides small bl weliatructured C proegrams widely usad
In ssftware engnearing barkchmaria. The second source w23 tha LLVYM test

sulle, which contalns medumalrnd programs  covering  diverss Appfoach
computational patterns. Flnaly, we inchuadsd pregrama from e publie

Alganthms repesitory. conaisting of implemrmntstions of common algerithms
svsh & sorling saarching and dynamike programandng. Togetber (Meso
SOUTCES Previcsd 0 broad sat of code fragments sullabde for evaloating
dacbiuncation

Table 1 Modsl Contaxt Lengtn

Our spproxch combaed program abfuscation, symbolic erecution. amd large language medel
LLY) firetuning in 8 enified workfiow (Figwe 11 We bagln with sexirce prograrme draan from
Oved repasicrios 0ad apply fowr widely studled obfuscaticn lechnques o aoeale chadenging
opuis. (o paralel we use RLET on the original pregrams 1o produce ByMBOEL artifacts such g9
CoMairmads, paih siathticy, and teat cased which serve s semantic gound truth, These antYacts
e than palred with Lhe obfuncated ccda and used o fine tune LLMS under beo e uralione a

baseling satting hat relias enly on cods, ond an enhanced satd ng that ncorpcratey symbnte
el k=d 10 path explasion In WLEE In practice. this removed a algnificant prifecta At infersnce lime. the madels ar prempted with obfuscated programs and expected 1o
number of programs where symobaic execution garnermied an indroctable

. : 5 .
gensista deodfuicated catpats Wa then evalusts thasa oulputs w=in syntectic semantic and ! :
number of execution paths, Second, we filtered programs based on canted Quakty measures £ . ]
size. dhsarding (hose that produced inputs exceeding (ho madmum token ' . 1 y
o
-

Data Filtration
Siece abluscation con drastically Incresse program pize and gymbodic
feasoming Couls, wo appled two fMering stspa. First. we excinded pregroam

window of our larget LIS After fMaring we relained 8 Balasced sst of
rograms pTuss e Uves reposdcries.

Obfuscation Transformations

We sppied ford widely wludied obfuscation Wanstormations. Tress _ . . :

transtormalions were chosen becaass they (Esiont program structure at Both , : \ o ! > " -
the controd-Now and dalsliow lesels and ey are commenly imgemented I
i ool such 83 ObfwscaterllYM. Bolow we Hlusirsts sach trantformation
with Ihelr defaition

Fig 4. Qualiry Scores for A Modely ard Tresbormatians No-MLEY va KLED)

Controd-Flow Flatlenming (CFF): CFF replaces structared brarch =g with a
dEpRMenar oop and a switch sistement. chsturing the matwra! fiow of
eascution ' Our resuita demomtrats that Ixorperating KLEL-generated artilacts during firse-
\ buning consstent'y Improves cumpidation sUCoTEe. samantic Correcness, 5nd In
Opaque Predicstes (OP) OP introduces conditions that Showrs Gvainmta io Ma=y caseld quality soores across &f] obfuscation transformations
the same avicome but appear compien, misisading 8naksis tools = GFT-4.1-min with KLEE schisved the rgnest complation rates (up o 98.9%)
8ad samantic fiaelity (Up o 94.7%) show ng strong rellabifty under Compiax
Arahmetic Encoding (AE) AE rewritss sompie arthonatic epressiong o (C;: s
langer bR eudvalent flerms Gl moceld aiso Danefited roademisly from BLEE wrile Minkstral
° Fig 1. Overview of cur spproach IMEFovements werTe smalier and lags consistant .
Brench Encoding (BE) BE hides branch conditicns by enooding tham Oserall, the addmion of KLEE ariacts provides a robust signal for pressrving
throsgh B manigdstions or Lalies POETBM comeciness end semantica during code geeeration.
Thase fisdings Ngnignt tre potential of symbosic exenut'on arnifasta in enhancing
LLM perfoomance on ¢coas derstandiag and deobfusca tion tanks
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