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Abstract

1 helps check programs Dy exploring different patl
le like KLEE are commonly used because they can

wanii ‘|

Symbolic executio ; based
on symbolic Inputs. Too
automatically detect bugs and creale test cases, In this project, we
model llke GPT 40 could simulate the Kinc
LLMs could

1

to sce If a large language
ts that KLEE generates. The idea was 10 explore whether

oul]

one day replace parts of sym! execution to save time and resources. U

$ P ¢ goal was to have GFI<40 dentify the most constrained path in @

[ ym=2this Is the execution path with the most symbolic conditions Thos
ire especially important because they often represent edge cases that

.(- der to test and more likely to contain deep bugs. However figuring
! usually requires fully running KLEE, which can be expensive. So, we
tes vhether GPT-40 could predict the KLEE outputs and the most complex
ng a dataset of 100 C programs. Our resuits showed about 20%
y In generating KLEE-Ike outputs and identitying the most
ved path. While not highly accurate, this early work heips show what
LLMs can and can't do when It comes to simulating symbolic

Data Collection and Processing

[

1 288 of finetuning an LLM to approximate symbolic ex tion relies
the quality and structure of the training data. Our dataset s derived
f C programs executed using KLEE, which generates multiple output
h component of the dataset serves a specific purpose In
ding program execution paths and constraint solving Below, we

data collection process, data structure, and preprocessing steps 1o
?._.n,nn the LLM

Data Collection
re selfcontained with a main{) function and free of
r-nput functions like scanf() or fgets(). A Python script
atible code to ensure KLEE compatibiiity
plically executed using KLEE, which produces muitiple
e then categorized Into Input and output components

Data Processing
KLEE and Used as the Model Target): The following
program execution

tistics): Contains execution statistics, Including:

uted — Represents program complexity
iken -+ Indicates path divergence
ures constraint-solving complexity

straints Representation)
traints Imposed on symbolic variables.
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onents

« Helps determine execution complexity
« Useful for identifying the longest path (critical path)
« Aids In predicting solver efficlency In symbolic execution

« Defines constraints on symoolic variables (x In this case)

« Determines feasible program paths based on constraints
Helps the model learn the relationship between program I0g/C

and execution paths
» Provides a real input example that follows symbolic constraints
Helps verlfy correctness by replaying execution paths
Allows the LLM to learn how test cases map to constraints
Represents the actual constraint system solved Dy KLEE
The LLM Is trained to predict kquery from the C program
« The most complex part of symboliC execution, as It captures all

execution paths

Table 1: Purpose of each data components from KLEE

Approach

Run KLEE on Training Programs:.

Fine-Tune GPT40

Execute KLEE on 100 C programs
Collect (run.istats, smt2, ktest, kquery) for each program

identity the most constrained path from kquery

« Used 80 programs for training and 20 for testing
» Each example was automatically structured as a conversion by using a Python script

Testing on Unseen Programs:

* Provide twenty new C programs to the fine-tuned model
« Generate predicted (Istats, smt2, ktest, kquery, mast constrained path)

Comparison & Evaluation

*» Measure similarity between predicted vs. actual KLEE outputs

S . | \#, ch Is compatible with solvers like Z3
- est Cases) o— L .
ot symbolic variables that satisfy | R e LU Testing LLM
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ternal Query Representation) || CProgam KLEE - —
ts In KLEE's custom format. :
Most constra/ned execution path J rted) ke "2 istats
he most constrained execution path. They reflect ‘ j : CD
:ntation. We counted the number of conditions In ‘ o Most Cos i P |
r airered Pah
th the highest count. On average .kquery files had : -
w m stood out with 180 kquery files and a peak : “ o Pycn s
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Engineering

Scan for abstract

red Constraint Prediction

T Results =
e |

# of files match 20%

Correct Path Predicted 20%

Most Constrained Path Complexity 50%

Table 2: Accuracy rate of each of the predicted components

lity of using GPT-40 to approximate
there are several areas for Improvement and

ork wlll focus on enhancing prediction accuracy scalabllity, and
lysis tools. Below are the key directions for

While this research demonstrates the feaslb!
KLEE's symbolic execution outputs,

expansion, Future w
Integration with existing program ana

future research

1. Hybrld Approach: Combining Partlal KLEE Execution with LLM Predictions

Generate only Istats and smt2, skipping full constraint solving (kquery). Use the LLM
to predict kquery, reducing symbolic execution time

2. Applying LLM-Powered Symbolic Execution to Security Analysis

Use LLM-predicted constraints for automated test case generation. Focus on buffer
overflows, Integer overflows, and null pointer dereferences.

Malware analysis & reverse engineering: Apply symbolic execution to obfuscated
binarles to extract logic flows.

3. Scaling Up to Large-Scale Real-World Programs

Benchmark performance on large-scale software, such as: Open-source projects (e.g
Linux kernel drivers, cryptographic libraries). Real-world C/C++ applications used In

security research
4. Extend to static analysis tools

Integrate LLM-based constraint prediction Into Clang static analyzer or LLVM
sanitizers. Reduce false positives In taint analysis and vuinerability detection

'n this work, we explored whether a large language model like GPT-40 could simulate

the outputs of KLEE. We trained the model using 100 C programs and their |

corresponding KLEE outputs to see If GPT-40 could learn to produce simiiar results '

without actually running KLEE. While the model only achieved about 20% accuracy In

file generation and Identifying the most constrained execution path, this early }

attempt shows that LLMs may still have potential in this area. Even though the results

':,wu‘,: L strong, this project gave us a clearer view of how far off current models e 3
om handling tasks that require precise symbolic reasoning. It also showed that

using an LLM could reduce the time and resources needed for symbolic execution

nich could be helipful for scaling analysis across large codebases
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